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Abstract—Now a day’s information play a very vital role in every person life. Every person want that his/ her information may kept secret.
What so ever he/she done in social sites or elsewhere. When we send a image form one place to other place in-between some attackers or un
authorized user attack to steal our information/data. For this different types of methods are used to prevent them .One of them is Image
Cryptography. In this paper we take a simple image then draw its graph using Matalab, save it. Again after differentiate the simple image to
three colour i.e RED, GREEN, BLUE(RGB) to obtained the image after recombined the RGB and draw the graph of final image and see
difference in graph between the simple image and the image obtained after RGB.
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1. INTRODUCTION

With rapid development in internet technology, different types of information can be transferred over internet. Hence there are
security issues associated with transmitting high value assets like commercial data, user personal information, banking or
transaction data, data related to military. Security of such data transfer must be taken into consideration because hacker can use
various methods and steal such high value assets which results in high monetary, social, personal loss. Various schemes are
developed to protect such high value assets. Visual cryptography is introduced by first in 1994 Noar and Shamir [2] as a simple
way to encrypt and decrypt sensitive data. Visual cryptography is a cryptographic technique which allows visual information
(e.g. printed text, handwritten notes and pictures) to be encrypted in such a way that the decryption can be performed by the
human visual system, without the aid of computers. Visual cryptography scheme eliminates complex computation problem in
decryption process, and the secret images can be restored by stacking operation. This property makes visual cryptography
especially useful for the low computation load requirement. In visual cryptography, decryption is done by human visual system
hence no need to securely store decryption key. In visual cryptography original image is divided into two parts called as shares.
The single share doesn’t give any information about original image. When the shares are superimposed together then we can see
original image. Adi Shamir in 1979 published an article titled “How to share a secret” [1]. In this article, the following example
was proposed to define a typical secret sharing problem: “Eleven scientists are working on a secret project. They wish to lock up
the documents in a cabinet so that the cabinet can be opened if and only if six or more of the scientists are present. What is the
smallest number of locks needed? What is the smallest number of keys to the locks each scientist must carry? The minimal
solution uses 462 locks and 252 keys per scientist.” In the paper, (k, n)-threshold scheme was introduced by Shamir to generalize
the mentioned problem and formulate it [2]. It can be explained as follows: Let S be the secret to be shared among n parties. A
(k, n)-threshold scheme is a way to divide S into n pieces S1,S2, ... ,Sn that satisfies the conditions[1]: 1. Knowledge of any k or
more Si pieces makes S easily computable. 2. Knowledge of any k—1 or fewer Si pieces leaves S completely undetermined (in
the sense that all its possible values are equally likely). Secret Sharing scheme can be applied in different domains. One of the
areas that are heavily used this approach is in Visual Secret Sharing (VSS). VSS is a powerful technique that combine the notion
of perfect ciphering and Secret Sharing approach. This method uses the idea of hiding secrets within images. These images are
encoded into multiple shares and later decoded without any computation. In fact, Visual Secret Sharing approach uses the
characteristics of human vision to decrypt encrypted images. The decoding process is as simple as superimposing transparencies,
which allows the main secret to be recovered. It would be a great advantage for this method that anyone can physically
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manipulate the elements of the system, and visually see the decryption process in action without any knowledge of cryptography
and without performing any cryptographic computations.

2. LITERATURE REVIEW

Due to lost or steal of information is a big threat in present time. A lot of schemes are used to prevent the information from
unauthorized access. In visual cryptography different techniques are used to avoid or illicit used of data (images).In some
techniques pixels are used for encryption the images and also used of segment for encryption the images. In segment based
visual cryptography segment are used to gives more security to images, as in segmentation uses the seven segment and sixteen
display to gives the accurate result .Appropriate techniques are needed to prevent illicit usage of information. Such techniques
are called as Secret Sharing Schemes.G.R. Blakley and Adi Shamir independently invented secret sharing scheme in 1979[1].
When it comes to visual information like image, audio and video, then termed as Visual secret sharing scheme. Visual
cryptography (VC) is a technique used for protecting image based secrets. Moni Naor and Adi Shamir proposed the basic model
of visual cryptography in 1994[2]. In which they stated/ express the idea how to send the image to other recipient without the any
information lost/ steal. All shares are necessary to combine to reveal the secret image. There has been a steadily growing interest
in visual cryptography. In 2014, Jian Zhang and Yutong Zhang “An Image Encryption Algorithm Based on Balanced Pixel and
Chaotic Map” given the A Balanced Pixel Algorithm for Image Encryption. This proposed image encryption algorithm combines
the chaos theory and iterative equation, converting the position and the value of each pixel of the original image to finish one
loop encryption. In order to obtain a better effect of encryption, the algorithm proposes a method in which the number of
encryption times can be defined[7]. In 2016, Ayesha Razia Anha, Dr. T. Bhaskara Reddy “Image Cryptography using Nearest
Prime Pixels” comes on the result that This paper focusing on novel key generation using nearest prime pixels. Further different
complementary and logical functions are used to improve the secrecy. Finally cipher image is generated with column wise
retrieving. This work may be extended with genetic operators and genetic algorithms[8]. In 2017, Najwan AH “Color Images
Encryption using Cipher System with different types of Random Number Generator” he concludes in this paper as a simple to
implement and effective methods have been proposed for an encrypted image using Linear Feedback Shift Register with
maximum input length 100 bits. The register cycles through the maximum number of 2100-1 which it is the output over more
seed, Non-Linear Feedback Shift Register using two or more LFBSR which increase the security level and Blum Blum Shub
using two large prime random number this make the algorithm is harder for eavesdroppers to know and make security high[9]. In
2019, Hiral Rathod, Mahendra Singh Sisodia, Sanjay Kumar Sharma “Design and Implementation of Image Encryption
Algorithm by using Block Based Symmetric Transformation Algorithm (Hyper Image Encryption Algorithm)” concludes that
The difference of efficiency between our “Proposed Algorithm” and “Image Encryption Using Block-Based Transformation
Algorithm”, “An Image Encryption Approach Using a Combination of Permutation Technique Followed by Encryption” is very
high approximately 80%. If the security and efficiency is of primary concern then one can use our proposed algorithm. From the
above discussion we can clearly see that the proposed algorithm has 70% better entropy of encrypted image any of the other
compeering algorithms and hence can be incorporated in the process of encryption of any images. Also, we can see that the
“Image Encryption Using Block-Based Transformation Algorithm” and “An Image Encryption Approach Using a Combination
of Permutation Technique Followed by Encryption” have very less entropy and hence cannot be used for encryption of
confidential messages[10].

3. KEY GENERATION ALGORITHM STEPS:-

After analyzing a different research on generation of algorithm we have given some steps are as which are shown as below

I. Firstly, the given image is converted into its equivalent digital pixels.
II. Find nearby prime pixels for each pixel of image.
III. The key values are obtained from result.
IV. Difference between pixel values and nearest prime pixel values.
V. Execute 2’s complement for generated pixels.
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Flow chart showing key generation process

Example for key generation
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4. METHODOLOGY

On implemented its MATALAB by finding the a-axis and y-axis of image we find the graph of the first image i.e original image
are as
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Again when we differentiate the original image into three colours RGB and recombined the three image i.e Red, Green, Blue and
obtained the new image. Now we draw of the new image graph as shown as below
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5. CONCLUSION

After analysing the graph of both image we have concluded that the slightly difference the both graph as in value and position of
axis. The graph obtained from the RGB image is different from the real or original image, this is due the lost of the quality of
RGB image. But the image obtained after the RGB is differ in quality of image. The original image is a high quality image
everything seen in a image is purely but the image obtained after RGB has low quality as well as the thing in it are not visible

purely. Now in future we have to find the lost of quality of the original image and image obtained after RGB. We can also find in

future the matrix of the lost the quality of image. Additional different complementary and logical functions are used to obtain
better the secrecy. Lastly cipher image is generated with column wise retrieving. This work may be extensive with genetic
operators and genetic algorithms
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